UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
XA TAN AN Poc 1ap - Tw do - Hanh phuc

S6: 2011/UBND-NC Tan An, ngay 03 thang 7 ndm 2026
V/v tang cudng tuyén truyén phuong
thirc, thu doan hack tai khodn mang xa
hoi, nhén tin muon tién

Kinh guri: 7
- Céc co quan, don vi thuoc Uy ban nhan dan x3;
- Ban Chi huy Quan su x3;
- Cbng an x&;
- Cac Truong hoc trén dia ban x3;
- Tram Y té x;
- Mt tran to quéc va cac to chirc chinh tri - xa hoi;
- Trudng céc ap.

Thuc hién Cong van s6 11936/VP-KGVX cia Vin phong UBND tinh An
Giang vé viéc phuong thure, thu doan hack tai khoan mang xa hoi, nhin tin muon
tién; kém theo Cong vin sd 2231/CAT-PAO5 ngay 16/5/2026 ctia Cong an tinh An
Giang;

Nham nang cao y thirc canh giac clia can bd, cong chuc, vién chic va Nhan
dan trudce cac phuong thirc, thu doan Itra dao trén khong gian mang, Chu tich UBND
x4 yéu cau cac co quan, don vi nghiém tac trién khai thuc hién mot sé ndi dung sau:

1. T6 chirc quan triét, tuyén truyén

Thu trudng cac co quan, don vi to chtrc phd bién dén toan thé can bo, cong
chtrc, vién chirc, nguoi lao dong cac phuong thire, thi doan cua cac dbi tuong loi
dung khong gian mang dé:

- Chiém quyén sir dung tai khoan Zalo, Facebook, Messenger, Telegram va
cc nén tang mang xa hdi khac;

- Giri duong dan (link) chira md doc, yéu cau ding nhép tai khoan hoic cung
cép ma OTP;

- Gia mao nguoi than, ban bé nhan tin muon tién, yéu cau chuyén tién hoic
cung cip thoéng tin ¢4 nhan;

- Loi dung tai khoan da chiém doat dé thuc hién hanh vi lira dao chiém doat
tai san.

2. Tang cwong cac bién phap phong ngira

Y¢éu cau can bg, cong chirc, vién chirc va nguoi lao dong:



- Khong truy cép cac dudng dan khong rd ngudn géc.

- Khong cung cip mat khau, ma OTP, mé xac thuc cho bat ky c4 nhan nao.

- Kich hoat xac thuc hai 16p d6i voi cac tai khoan mang xa hoi. Thudng xuyén
thay ddi mat khau, st dung mat khéau c6 d6 bao mét cao.

- Khi nhan dugc tin nhan muon tién hodc yéu cau chuyén tién qua mang x4
hoi phai xac minh truc tiép béng dién thoai hoac gap truc tiép trudc khi thuc hién
giao dich.

3. Piy manh cong tic tuyén truyén dén Nhin din

- Giao Cong an x4 chil tri phdi hop véi Phong Vian hoa - Xa hoi xay dung ndi
dung tuyén truyén.

- Tang cudng tuyén truyén trén hé théng truyén thanh, Trang thong tin dién tu,
cac nhom Zalo ctia dia phuong va thong qua cac cude hop, sinh hoat & ap.

- Trudng céc 4p 10ng ghép tuyén truyén trong cac cudc hop dan dé nguoi dan
nhan biét cac phuong thirc, thu doan lira ddo moi.

4. Phoi hop xir Iy khi phat hién vu viéc

Khi phat hién dau hiéu bi chiém quyén tai khoan mang xa hoi hoac c6 hanh vi
Itra dao trén khong gian mang, cidc co quan, don vi va cd nhan kip thoi thong bao
Cong an xi dé phdi hop xtr 1y; trudong hop can thiét lién hé Phong An ninh mang va
phong, chong toi pham st dung cong nghé cao (PA05) Cong an tinh dé duogc hudng
dan, hd tro.

5. To chirc thue hién

Thu trudng cac co quan, don vi chiu trach nhiém td chirc trién khai thuc hién
nghiém tic ndi dung Cong van nay; dong thoi thudng xuyén nhic nhd can bo, cong
chtrc, vién chire ndng cao canh gidc trude cac thu doan Itra ddo trén khong gian mang.

Trong qua trinh thuc hién néu phat sinh kho khan, vudng mac, phan anh vé
UBND x4 (qua Cong an x3) dé tong hop, bao céo cap c6 thAm quyén xem xét, huéng
dan./.

Noi nhén: __ CHUTICH

- Nhu trén; Ay

-TT. bang uy — TT. HDND x3; ( _

- CT, cac PCT. UBND xa; -

- CVP, PCVP. HDND va UBND x3; ’_,--"'
Trang Thong tin dién tir xa; P3 Vin Leo

- Luu: VT, nvdung.
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